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1
Decision/action requested

Solution updates for SQNms protection by concealment to remove editor notes in TR 33.846.
2
References

[1]
3GPP TR 33.846 Study of authentication enhancements in 5G system
3
Rationale
The following editor’ note has been captured in SA3#100 in the solution summary for solution #4.3:
Editor’s Note: It is ffs if this solution works for synchronization failure when AMF receives 5G-GUTI and decides to initiate authentication.

Observations:

Solution of “SQNms protection by concealment” works with existing procedure of Authentication failure (Sync failure) received with 5G-GUTI in AMF. If AMF decides to initiate the authentication after the synchronization failure (section 6.1.3.3.1 from TS 33.501 [1]), IDENTITY REQUEST is sent to UE and UE generates a fresh SUCI (SUCI without SQNms). Generated SUCI is sent in IDENTITY RESPONSE message to AMF. These procedures as described in section 5.4.1.3.6 of TS 24.501 [3] remain same as before and are not modified by this solution. 

Resolution:

It is proposed to delete this editor's note.
4
Detailed proposal

***** Changes to clause 6.4.3


***** Solution #4.3: SQN protection by concealment 
***** with SUPI
***** START OF CHANGES
6.4.3.5
Solution summary
The solution adds a new SUPI type in 23.003 section 2.2B. 
Encryption and decryption on ECIES consider plain text block as “SUPI and SQNms” at UE and UDM / ARPF in 33.501. 
Registration request is sent with SUPI plus SQNMS. 
Sync failure during AKA challenge sends only failure cause and no AUTS is sent to the network.

Editor’s Note: Backward compatibility analysis is FFS.

***** NEXT CHANGE
6.4.3.4
Evaluation

The solution  protects the sequence number in 5GS as well as ensures the freshness of the SUCI generated as current as the last successful primary authentication.

The solution requires changes on the USIM and the UDM. Since HPLMN owns the subscription, both USIM changes and UDM changes can be synchronised by the HPLMN operator at the same time.
At USIM, during ECIES procedure of primary authentication, New SUPI type is added, SQNMS is concatenated with SUPI (plain text block).

At UDM, when the SUPI indicates ‘SUPI plus SQNMS' the de-concealment needs to disassociate SUPI and SQNMS. UDM stores SQNMS temporarily until the success or failure of the authentication is known.

There is no change to any entities if the authentication succeeds.

If there is authentication failure at the UE, UE sends only Authentication failure message to the HE with SQN failure cause code (new value), without AUTS.
At the UDM, if an authentication failure message with cause code (SQN failure) is received, the stored value of SQNMS received at the very first step is processed. UDM synchronizes its value of SQN, i.e SQNHE = SQNMS. Sequence number management profiles detailed in Annex C in 33.102 is kept intact.
***** END OF CHANGES

